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1. Introduction

1.1 Product Overview

Renice E7 IDE 2.5” SSD (Solid State Drive) is a high performance and high reliability storage
device based on NAND Flash technology that designed to solve the bottleneck of computing
system by traditional hard disk drives. Renice E7 IDE 2.5 SSD doesn't have a moving parts and
it has a same host interface and same physical dimension with Hard Disk Drive, So it can be
drop-in replaced with the hard disk drives without anything. With a high performance and low
power consumption, Renice E7 IDE 2.5” SSD can be a good storage device for NB and Tabletop
PC ,Renice E7 IDE 2.5” SSD purely consists of semiconductor devices and NAND flash
memories, which give rugged features against shock and vibration use in extreme environment
such as industrial PC an increased MTBF. Further more, Renice E7 IDE 2.5 SSD has highly
advanced flash memory management algorithm to guarantee higher performance and data
integrity.

1.2 Feature

e Performance
Read/Write Speed:
90/32 MB/s (16GB,30GB) 90/60MB/s (60GB)
120/90 MB/s (120GB, 240GB)
e Form factor: 2.5-inch (100.0mm x 70.0mm x 9.5mm) LxWxH
e Interface standard: PATA
e Density: 16GB,30GB, 60GB,120GB,240GB
e Input voltage: 5.0V (£5%)
e Commercial operating temperature range form 0 to +70°C
Industrial operating temperature range form -40 to +85°C

e Flash management algorithm: static and dynamic wear-leveling, bad block management
algorithm
e Supports dynamic power management and SMART (Self-Monitoring, Analysis and Reporting
Technology)
e H/W ECC and EDC for NAND Flash

Max. 18bit ECC BCH
e Write endurance: >8 years @ 100GB write/ day (30GB)
e Read endurance: unlimited
e Data retention: 10 years
e MTBF: 1,000,000 Hours



2. Functional Block Diagram
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Figure 1: Block Diagram




3. Product Specifications

3.1 Physical Specifications

Form factor 2.5inch
Length 100.00+0.40
Dimensions(mm) Width 70.00+0.20
Height 9.50+0.15
Weight <<40g
Connector 44pin PATA connector
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3.2 Host Interface

Fully compliant with IDE44 connector,
Fully compliant with ATA-7 Standard
- 8-bit/16-bit parallel interface
- supports PIO Modes 0-4
- supports Multiword DMA Modes 0-2
- supports Ultra DMA Modes 0-6
-Asynchronous Signal Recovery
-Device Activity Signal

3.3 Internal MROM for Boot-loader

Robust Firmware Corruption
Maintenance and diagnostics program in MROM for recovering from drive malfunction



3.4 H/W Acceleration Engine

Internal SRAM and external DRAM search engine

3.5 Mobile SDRAM Interface

16MB ~ 64MB buffer memory by Flash capacity



4. Interface Description

4.1 Pin Assignment

Pin 2 0O®000000O000OBROOOOO0O0O0O0O0O Pin 50

Pin 1 (o) :JeoXoReNoNoNoNoRoNoNoNoNoReReNoRoRo o Rolo) Pin 49
4.2 Pin Description
Pin No Pin Name Pin No Pin Name | Pin No Pin Name | Pin No Pin Name
1 ATDEVICE | 14 D10 27 DMARQ 40 DIAG
2 GND 15 D4 28 GND 41 DAO
3 NC 16 D11 29 DIOW 42 DA2
4 ATCSELEN | 17 D3 30 GND 43 CSO0
5 DUMMY 18 D12 31 DIOR 44 Cs1
6 DUMMY 19 D2 32 GND 45 DASP
7 RESET 20 D13 33 DIORDY 46 GND
8 GND 21 D1 34 ATCSEL 47 5.0v
9 D7 22 D14 35 DMACK 48 5.0v
10 D8 23 DO 36 GND 49 GND
11 D6 24 D15 37 INTRQ 50 NC
12 D9 25 GND 38 NC
13 D5 26 DUMMY 39 DAl




5. Electric Specifications

5.1 Power Specification

Operating voltage: 5.0V (£5%)

5.2 Power Supply Voltage

1.8V for Core, 3.3V for NAND, 1.8V for SDRAM

5.3 Power Consumption (typical)

Operation (Read/Write) — 1W
Idle — 0.5W

Standby — 0.5W

Sleep -0.2W

6. Reliability Specification

Item Features
. Standard: 0~70C
Temperature Operating
Industrial: -40~85°C
Humidity 5-95%
Vibration 20G(7-2000HZ)
Shock 2,000G(@0.3ms half sine wave)

6.1 Wear-leveling

Renice SSD support both static and dynamic wear-leveling, These two algorithms
guarantee all type of flash memory at same level of erase cycles to improve lifetime
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limitation of NAND based storage

6.2 Endurance

Write endurance: >8 years @ 100GB write/ day (30GB)
Read endurance: unlimited

6.3 H/W ECC and EDC for NAND Flash

Max. 18bit ECC BCH

6.4 MTBF

MTBF(Mean Time between Failures) of Renice SSD: 1, 000, 000 hours
Data retention
Data retention at 25°C of Renice SSD:>10 years
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7. Supported ATA Command Lists

Command Command
Command Name Code (Hex) Command Mame Code (Hex)
ICHECK, POWER MODE Efhor 88k |SET FEATURES -
DEVICE CONFIGURATION - Enable write cache EFhi02h
DEVICE CONFIGURATION FREEZE LOCK| BihiCih Set fransfer mode EFh/03h
DEVICE CONFIGURATION IDENTIFY B1h'C2h Enable Device-initiated interface power state fransitions | EFh/10hi030
DEVICE CONFIGURATION RESTORE B1h'COh Disable Device-initiated interface power state fransitions | EFh/100i030
DEVICE CONFIGURATION SET B1WC3h  |SET MAX -
DOWNLOAD MICROCODE 32h SET MAX ADDRESS F8hina
EXECUTE DEVICE DIAGHOSTIC 50h SET MAX FREEZE LOCK FEhi04h
FLUSH CACHE E7h SET MAX LOCK FBhi0Zh
FLUSH CACHE EXT EAh SET MAX SET PASSWORD FEhiO1h
IDENTIFY DEVICE ECh SET MAX UNLOCK FBhi03h
IDLE E3hor 87h  |SET MAX ADDRESS EXT 37h
IDLE IMMEDIATE E1hor 85h  |SET MULTIPLE MCODE Chh
INITIALIZE DEVICE PARAMETERS 1h SLEEF Efh or 88h
MOP 00h/00h  [SMART -
READ BUFFER Edh SMART DISABLE OPERATIONS BOWDEh
READ DMA Céh SMART ENABLE OPERATIONS BOh/DEh
READ OMA EXT 25h SMART EXECUTE OFF-LINE IMMIDIATE BOh/Dh
READ FFOMA QUEUED B0h SMART READ DATA BOh/DOh
READ LOG EXT 2Fh SMART READ LOG BOh/DSh
READ MULTIPLE Cdah SMART RETURN STATUS BOh/DAR
READ MULTIPLE EXT 28h SMART SAVE ATTRIBUTE VALUES BOh/DZh
READ WATIVE MAX ADDRESS F8h SMART WRITE LOG BOW/DEh
READ NATIVE MAX ADDRESS EXT 27h IETANDBY E2h or 86h
READ SECTORI(S) 20h ISTANDBY IMMEDIATE EDh or 84h
READ SECTORIS) EXT 24h WRITE BUFFER Efh
READ VERIFY SECTOR(S) 40h WRITE DMA CAh
READ VERIFY SECTOR(S) EXT 42h WRITE DMA EXT 3Bh
ISECURITY DISABLE PASSWORD Fih WRITE FPOMA QUEUED f1h
ISECURITY ERASE PREPARE F3h WRITE LOG EXT 3Fh
ISECURITY ERASE UNIT F4h WRITE MULTIFLE CEh
ISECURITY FREEZE LOCK F5h WRITE MULTIPLE EXT 3Bh
ISECURITY SET PASSWORD Fih WRITE SECTOR(S) 30h
ISECURITY UNLOCK F2h WRITE SECTOR(S) EXT 34h
ISEEK 70h

8. SMART

8.1 SMART subcommand sets

In order to select a subcommand the host must write the subcommand code to the device's Features Register

before issuing the SMART Function Set command. The subcommands are listed below.

Command Command Code (Hex)
SMART READ DATA D0h
SMART SAVE ATTRIBUTE VALUES D3h
SMART EXECUTE OFF-LINE IMMIDIATE O4h
SMART READ LOG D&h
SMART WRITE LOG DEh
SMART EMABLE OPERATIONS O8h
SMART DISABLE OPERATIONS DGh
SMART RETURN STATUS Dah

12



8.2 SMART Read Data (subcommand DOh)

This subcommand returns the device's Attribute Values to the host. The Attribute
Values consist of 512bytes.

8.2.1 Device Attribute Data Structure

Byte Description
0~1 Diata structure revigion number (Vendor Specific)
2~361 1st - 30th Individual attribute data (Vendor Specific)
362 Off-line data collection status
363 Self-test execution status
364~365 Total time in seconds to complete off-ine data collection activity
366 Vendor Specific
36T Off-ling data collection capability
368-360 SMART capability
370 Emor logging capability
7-1 Reserved
] 1=Device emor logging supported
an Self-test failure check point (Vendor Specific)
372 Short zelf-test routine recommended polling time(in minutes)
T Extended self-test routine recommended polling time(in minutes)
374-510 Reserved
511 Data structure checksum

8.2.2 Individual Attribute Data Structure

Byte Description
0 Attribute ID Number
1~2 Status Flag
310 Afiribute Value (FFFF FFFF FFFF FFFFh)
11 Reserved

8.2.3 Attribute ID Numbers

1D Attribute Name D Attribute Name
1 Raw Read Emor Rate 202 Total Count of Emor Bits from Flash
9 Power-On Hours 203 Total Count of Read Sectors with Comectable Emmors
12 Power Cycle Count 204 Bad Block Full Flag
184 Initial Bad Block Count 205 Maximum PE Count Specification
185 Program Failure Block Count 206 Minimum Eraze Count
196 Eraze Failure Block Count 207 Maximum Eraze Count
1897 Read Failure Block Count {Uncomectable) | 208 Average Erase Count
168 Total Count of Read Sectors. 2057 | Remaining Life{%)
159 Total Count of Write Sectors 211 SATA Emor Count CRC
200 Total Count of Read Commands 22 SATA Ermor Count Handshake
201 Total Count of Write Commands

1) indicates that the corresponding Attribute Values is fixed value for compatibility.
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2) Remaining Life [%] = MIN(Remaining Life by Erase Count, Remaining Life by Bad Block)

-. Remaining Life by Erase Count = 100 — (average erase count / Max_PE_Count)

-. Remaining Life by Bad Block = 100 — (runtime bad block number of Bad Bank / Bad_BLK_Max of Bad Bank)
-. Max_PE_Count is defined by NAND Flash specification

. Bad_BLK_Max is the number defined by firmware excluding the initial bad blocks.

-. Bad Bank is the bank which has the biggest number of bad blocks among banks.

8.3 SMART Save Attribute Values (subcommand D3h)

This subcommand causes the device to immediately save any updated Attribute Values to the device's Attribute
Data sector regardless of the state of the Attribute Autosave feature.

8.4 SMART Execute Off-line Immediately (subcommand D4h)

This subcommand causes the device to start the off-line process for the requested mode and operation. The LBA
Low register shall be set to specify the operation to be executed.

i -t

Byte Description
1] SMART ermor log version (set to 01h)
1 Ermor log index
2~01 First error log data structure
92~181 Second emor log data structure
182~271 Third error log data structure
272~361 Fourth emor log data structure
362~451 Fifth emor log data struchure
452~453 Device emor count

8.5 SMART Read Log Sector (subcommand D5h)

This command returns the specified log sector content to the host.
LBA Low and Sector Count registers shall be set to specify the log sector and sector number to be written.

Log Sector Address No. Sector Content
00h 1 Log directory Read Only
01h 1 SMART errar log Read Cnly
02h 1 Comprehensive SMART emor log Read Only
04h-05h - Resenved Read Only
06h 1 SMART selfdest log Fead Only
08h - Reserved Read Only
09h 1 Selective self-test log Read and Write
0Ah-TFh - Reserved Read Only
80h-9Fh 16 Host vendor gpecific Read and Write
ADh-FFh - Resenved VVendor Specific

14



8.5.1 SMART Log Directory

Byte

Description

SMART Logging \Version (set to 01h)

Mumber of sectors in the log at log address 1

Resenved

Mumber of sectors in the log at log address 2

Resenved

Mumber of sectors in the log at log address 255

Feserved

8.5.2 SMART summary error log sector

434~510

Reserved

211

Data Structure checksum

Error log data structure

D ——

Byte Description
m~n+i1 First command data structure
12 ~ n+23 Second command data structure:
n+24 ~ n+35 Third command data structure
n+36 ~ n+47 Fourth command data structure
n+48 ~ n+58 Fifth command data structure
n+60 ~ n+38 Ermor data structure
Command data structure
Byte Description
n Content of the Device Control register when the Command register was written
n+1 Content of the Features Control register when the Command register was written
2 Content of the Sector Count Control register when the Command register was written
n+3 Content of the LBEA Low register when the Command register was written
) Content of the LBA Mid register when the Command register was written
S Content of the LBEA High register when the Command register was written
6 Content of the Device/Head register when the Command register was written
7 Content written to the Command register
8 Timestamp
n+9 Timestamp
10 Timestamp
n+11 Timestamp

Error data structure

15




Byte Description
n Reserved
n+1 Content written to the Emmor register after command completion occumed.
n+2 Content written to the Sector Count register after command completion cccummed.
n+3 Content writien to the LBA Low register after command completion occummed.
n+4 Content written to the LBA Mid register after command completion occurred.
5 Content written to the LBA High register after command completion cccumred.
n+6 Content written to the Device/Head regigter after command completion occurred.
n+7 Content writien to the Status register afier command completion occurred.
n+8 —n+26 Extended error information
27 State
n+28 Life Timestamp (least significant byie)
28 Life Timestamp (most significant byte)

State field values

Value State
x0h Unknown
xih Sleep
xZh Standby
3h xhctivelldle with BSY cleared to zero
xdh Executing SMART off-line or self-test
xSh-wAh Reserved
xBh-xFh Vendor unigue
8.5.3 Self-test log structure
Byte Description
0~1 Data structure repizion
n*24+2 Self-test number
n*24+3 Self-test execution status
n*24+4~n*2445 Life fimestamp
n*24+6 Self-test failure check point
n=24+7~n*24+10 LB A of first failure
n*24+11~n*24+25 Vendor specific
SD6~507T Vendor specific
08 Self-test log pointer
S09~510 Reserved
511 Data structure checksum

N is 0 through 20.

The data structure contains the descriptor of the Self-test that the device has performed. Each descriptor is 24 bytes long
and the self-test data structure is capable to contain up to 21 descriptors. After 21 descriptors has been recorded, the
oldest descriptor will be overwritten with the new descriptor. The self-test log pointer points to the most recent descriptor.

When there is no descriptor, the value is 0. When there are descriptor(s), the value is 1 through 21.

16



8.5.4 Selective self-test log structure

-y

Byte Content

-1 Data structure revision Read and Write
29 Starting LBA for test span 1 Read and Write
10-17 Ending LBA for test span 1 Read and Write
18-25 Starting LBA for test span 2 Read and Write
26-33 Ending LBA for test span 2 Read and Write
341 Starting LBA for test span 3 Read and Write
42-49 Ending LBA for fest span 2 Read and Write
5057 Starting LBA for test span 4 Read and Write
S8-65 Ending LBA for fest span 4+ Read and Write
B6-73 Starting LBA for test span 5 Read and Write
T4-81 Ending LBA for fest span S Read and 'Write
82-337 Reserved Reserved
335491 Vendor specific Vendor specific
452499 Curmrent LBA under fest Read
S00-51 Current span under fest Read
502-503 Feature flags RAW Read and Write
S4-507 Vendor Specific Vendor specific
508-509 Selective self test pending time Read and Write
510 Feserved Reserved
511 Data structure checksum Read and Write

8.6 SMART Write Log Sector (subcommand D6h)

This command writes 512 bytes of data to the specified log sector. LBA Low and Sector Count registers shall be
set to specify the log address and sector number to be written.

8.7 SMART Enable Operations (subcommand D8h)

This subcommand enables access to all SMART capabilities. Prior to receipt of a SMART Enable Operations
subcommand, Attribute Values are neither monitored nor saved by the device. The state of SMART—either
enabled or disabled—uwill be preserved by the device across power cycles. Once enabled, the receipt of
subsequent SMART Enable Operations subcommands will not affect any of the Attribute Values.

8.8 SMART Disable Operations (subcommand D9h)

This subcommand disables all SMART capabilities. After receipt of this subcommand the device disables all
SMART operations. Non self-preserved Attribute Values will no longer be monitored. The state of SMART—either
enabled or disabled—is preserved by the device across power cycles. Note that this subcommand does not
preclude the device's power mode attribute auto saving.

After receipt of the SMART Disable Operations subcommand from the host, all other SMART subcommands
except SMART Enable Operations are disabled and will be aborted by the device returning the error code as
specified in —SMART Error Codes || .

Any Attribute Values accumulated and saved to volatile memory prior to receipt of the SMART Disable Operations
command will be preserved in the device's Attribute Data Sectors. If the device is re-enabled, these Attribute
Values will be updated, as needed, upon receipt of a SMART Read Attribute Values or a SMART Save Attribute
Values command.

17



8.9 SMART Return Status (subcommand DAh)

This subcommand is used to communicate the reliability status of the device to the host's request. Upon receipt of
the SMART Return Status subcommand the device saves any updated Attribute Values to the reserved sector,

and compares the updated Attribute Values to the Attribute Thresholds.
8.10 SMART Enable/Disable Automatic Off-line (subcommand DBh)

This subcommand enables and disables the optional feature that cause the device to perform the set of off-line
data collection activities that automatically collect attribute data in an off-line mode and then save this data to the
device's nonvolatile memory. This subcommand may either cause the device to automatically initiate or resume
performance of its off-line data collection activities or cause the automatic off-line data collection feature to be
disabled. This subcommand also enables and disables the off-line read scanning feature that cause the device to
perform the entire read scanning with defect reallocation as the part of the off-line data collection activities. The
Sector Count register shall be set to specify the feature to be enabled or disabled:

Sector Count Feature Description

00h Disable Automatic Off-line

F8h Enable Automatic Off-line

A value of zero written by the host into the device's Sector Count register before issuing this subcommand shall
cause the automatic off-line data collection feature to be disabled. Disabling this feature does not preclude the
device from saving attribute values to nonvolatile memory during some other normal operation such as during a
power-on, during a power-off sequence, or during an error recovery sequence. A value of F8h written by the host
into the device's Sector Count register before issuing this subcommand shall cause the automatic Off-line data
collection feature to be enabled. Any other non-zero value written by the host into this register before issuing this
subcommand is vendor specific and will not change the current Automatic Off-Line Data Collection and Off-line
Read Scanning status. However, the device may respond with the error code specified in —SMART Error
Codes | .

9. Security

9.1 Default setting

The Flash SSD is shipped with master password set to 20h value (ASCII blanks) and the lock function disabled.
The system manufacturer/dealer may set a new master password by using the SECURITY SET PASSWORD

command, without enabling the lock function.

18



9.2 Initial setting of the user password

When a user password is set, the drive automatically enters lock mode by the next powered-on.

9.3 SECURITY mode operation from power-on

In locked mode, the Flash SSD rejects media access commands until a SECURITY UNLOCK command is

successfully completed.

9.4 Password lost

If the user password is lost and High level security is set, the drive does not allow the user to access any data.
However, the drive can be unlocked using the master password.

If the user password is lost and Maximum security level is set, it is impossible to access data. However, the drive
can be unlocked using the ERASE UNIT command with the master password. The drive will erase all user data

and unlock the drive.

10. PATA Optional Features

10.1 Power Segment Pin P11

Pin P11 of the power segment of the device connector may be used by the device to provide the host with an
activity indication. The activity indication provided by pin P11 is primarily for use in backplane applications.

10.2 Asynchronous Signal Recovery

Phy may support asynchronous signal recovery for those applications where the usage model of device insertion
into a receptacle(power applied at time of insertion) does not apply.

When signal is lost, both the host and the device may attempt to recover the signal. A host or device shall
determine loss of signal as represented by a transition from PHYRDY to PHYRDYn, which is associated with
entry into states LSI: NoCommErr or LS2:NoComm within the Link layer. Note that negation of PHYRDY does not

always constitute a loss of signal. Recovery of the signal is associated with exit from state LS2:NoComm.
19



If the device attempts to recover the signal before the host by issuing a COMINIT, the device shall return its
signature following completion of the OOB sequence which included COMINIT. If a host supports synchronous
signal recovery, when the host receives an unsolicited COMINIT, the host shall issue a COMRESET to the device.
An unsolicited COMINIT is a COMINIT that was not in response to a preceding COMRESET, as defined by the
host not being in the HP2:HR_AwaitCOMINIT state when the COMINIT signal is first received.

When a COMRESET is sent to the device in response to an unsolicited COMINIT, the host shall set the Status
register to 7Fh and shall set all other Shadow Command Block Registers to FFh. When the COMINIT is received
in response to the COMRESET which is associated with entry into state HP2B:HR_AwaitNoCOMINIT, the
Shadow Status register value shall be updated to either FFh or 80h to reflect that a device is attached.

20



11. Identify Device Parameters

Word Contents Description
[1] OCSAR General Information
1 JFFFh umber of lagical cyilnders
2 Ca3Th ¢ configuration
3 0010 umber of lagical heads
d-5 [1] Retired
=] DO03Fh umiber of logical sectors per logical track
i-8 1] Resenied
] 0100 Retired
10-19 X0 Seral number[20 ASCII charatiers)
a 0100 Retired
21 4000 Bufler Memary Skze
= 3000 Obesalets
23 - 26 IO Fimmware resision (B ASCI characters)
27- 46 IO Kadel number
47 S010h umber of sechons on muliple commands
45 0100m Resened
42 ZF00h | Capabiiies
S0 4000 Capabiitiies
51-52 o200mn P Mode support
53 0007 Resenied
54 3FFFh tumiber of curnent logical cyilnders
=5 o010m Mumiber of current kogical heads.
Sb 003 h umibser of curnent logical sectors per track
=T FCi0h Otsoleta
=] 00F8h
] Of10h teultiple sechar settin
&0 XX¥o(h | Total number of user adoressable sectars (LBA mooe only)
&1 X0
&2 0100 Ofsoleta
[=%] 0I07m Fut-word DA, transfer
=] 0o03n Flow control PIC transfer modes supported
[=5] oo7an tenimum kuBkword DA, transTer cycle ime per word
=] oovan Manufaciurer's recommended Mulliword DMA fransfer e time per ward
&7 oovah hinimum PO fransfer cycle fime without fiow control
=] [N Knimum P10 fransfer cytie tme with IORDY Tiow conirol
59-74 o Resened
K} DO1Fh Quewe Depth
75 O706h Sefial ATA capabiiiy
rrd G000 Fesened
73 0o4ch Seral ATA features supported
FE] OI43h Seral ATA features enabled
=] O0EDR ajor Version Number
&1 010on Kinor Version Number
52 34680 Command sets supponied
&3 70z1h Command &ets GUppanied
=] 40220 Command setfeaturs supparied extension
=] 34630 Command setTeature enabled
[ 3C0h Command setfeatura enabled
a7 40220 Command setTeaturs default
&3 AO7FR UEra DikA transfer
& 0000 | Time required for GECUTEY erase Uni compiketon
o OO0 Time required for Enhanced securty erase compleion
o1 0000 Current advancad power management valus
o2 010on Master Passwond Revision Code
o3 0100 COMRESET result
S 0000 Automathc acoustic management value
=] 0a0omn Stream minimum request size
Of - 93 [1] Resened
100 - 103 s Ielaximum user LBA for 2E0R adoress feature st
104-105 o Resened
10E 00030 Phvsical sector slze | logical sechar sira
107 000dh Resenied
108 - 111 X300 Unigue ID
112 - 116 1] Resenied
NT-118 1} WWords per logkcal Gecior
118 - 126 [1] Resened
127 0a0oh Removatle medla stalus notMcation Teature set supporad
128 NN Securlty slatus
120 - 159 1] Ungefinad
160-254 1] Resened
255 ] Iriegrity ward

21



12. Buy Information

Capacity MLC Part Numbers SLC Part Numbers
16GB RCMO016-PE72 RCSO016-PE72
30GB RCMO030-PE72 RCSO030-PE72
60GB RCMO060-PE72 RCS060-PE72
120GB RCM120-PE72
240GB RCM240-PE72
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13. Master/Slave disc setting instructions o

13.1 Master disc set: insert the jumper to Pin3-4. Like Figure 1.

13.2 Slave disc set: insert the jumper to Pinl-2. Like Figure 1.

M O O|d
aster O Ol O

O O (O
Slave 0 alo

(Figure 1)
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14. Secure erase direction for use.

Secure erase can be divided into software and hardware 2 formats:
1 : Hardware format (only be suitable for SLC models):

There is a round hole in the back side of SSD, (like Figure 2 showed). Secu
re erase function is made by pressing it. Reboot SSD once finished.

Secure erase key

B’

(Figure 2)

2: Software Format ( be suitable for SLC, MLC models):
Software Name: SSD-Declassify. exe.
Operational process:

DoD NISPOM 5220.22-M Demo

a. Execute the program

b. SSD Declassify Window shows

£, 55D Declassify w1.0.1.0

|(DISK 1, &TA bus) RENICE E7 |
Security Feature
SEC1 ; Security disabled | nok Frozen

Security User High {3 Security Master High
'D Securiby User Maximurm -D Securiby Master Maximurm

[ Set Password (F1h} ] [ nlock. (Fzh} ]
| Erase Prepare (F3h | [ Erase Unit (Fah) ]
[ Freeze Lock {FSh]l] [ Disable Password  (F&R) I

Declassify Specs

Fixed Character: i'—' | [{o55) . Werify: ;B':-"SI:'EE vi

() DoD NISPOM 5220,22-M

) Dol NISPOM 5220.22-M Suppliment 1

CINSANSS 9-12

(I MSANCSS 9-13

(IMSAJCSS 130-2

) Army AR 380-19

) Mavy MAYSO P-5239-26

1 i Force AFSSI-S020

{JRCC-TG IRIG 106-07 Sirnilake
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DoD NISPOM 5220.22-M Demo

c. Select DoD NISPOM 5220.22-M from the Declassify Specs

d. Spec Explanation balloon shows when mouse courser is on the spec.
* On every spec and button, Explanation balloon will show

& SSD-Declassify wi.0.1.0

[
{(DISK 1, ATA bus) REMICE E7

Security Feature

SEC1 @ Security disabled [ nokt Frozen

(%) Security User High [ Security Master High

-
DSE 5-301. Clearing and Sanitization.

Instructions on clearing, sanitization and release of IS media shall be issued by
the accrediting CSA.

Al

b. Sanitization Sanitization 1z the process of remowing the data from media before
reusing the media in an environment that does not prowide an acceptable lewel of

protection for the data that was in the media before sanitizing IS resources shall
Fre be =zanitized before they are releaszed from clas=sified information controls or h

released for use at a lower classification lewel.

m
L
o
N

i

1. Erasze all blaocks.
2. Fill all blocks with a kmown fixed character pattern.
3. Erase all blocks.

=W

(@ DoD MESPOM 5220, 221

(3 DoD NISPOM 5220,22-M Suppliment 1

(IMSAMCSS 9-12

{IMSAlCSS B-13

{IMNSA/CSS 130-2

{3 Aty AR 380-19

{1 Mavy MAYSO P-5239-26

") Air Force AFSS1-5020

(CIRCC-TE IRIG 106-07 Simulate

Declasd

Fixel
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DoD NISPOM 5220.22-M Demo
e. Press Simulate button at the right bottom of the box

& 5SD-Declaszify wl.0.1.0

({DISK 1, ATA bus) RENICE E7 v

Security Feature
SEC1 ¢ Security disabled | not Frozen

() Security User High () security Master High
D Securiby Lser Maximum: {:) Securiky Master Maximum

[ Set Password {F1h} ] [ nlock (Fzh) ]
[ Erase Prepare {F3I‘_|§l ] [ Erase Unik (Fah) J
[ Freeze Lock, l{F_S_h)J [ Disable Password (FEh]l]

Declassify Specs.

Fized Character: |U

CEET | Merify: |BySpec VJ

(%) Dol NISPOM B220, 224

{0 Dol MISPOM 5220.22-M Suppliment 1
(I MSAICES -1z

(I NSAICSS 913

(Y MSAfCSS 130-7

3 Ay AR 380-19

) My MAYSO P-5239-26

) Air Force SFSSI-5020
{JRCC-TEIRIG 106-07 S_i'mu;nat'

"""*w |

“Press Here to Simulate the Declassify Features”
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DoD NISPOM 5220.22-M Demo
f. Simulate Declassify Feature window will pop-up

SSB-Declassify wi.0.1.0
|{DI5K. 1, 574 Bisi RENICE E7

Securiky Feature

SEC1 : Security disabled | nak Frozen

@ Security User Hl"gH O_Se_cur'lty_Master HigH
(O Security User Maximum (O Security Master Maximum

imnlate Deeclaszify Feature

[Set Password (Flh)] [ Unlock: (Fzh) ]

[ Etase Prepare (F3h)] [ Erase it (F4h) ]

[ Fresze Lock (FSh) ] [ Disable Password — (Feh) ]

Dreclassify Specs

Fixed 'Char.a_ncl;er: Werify: IBySpec

(%) Dob MISPOM 5220,22-M

(7 Dol MISPOM 5220.22-M Supplimert 1

(CINSAJCSS 912

(O NSAJCSS 913

(IMSACSS 1 -2

() Army AR 380-19

i Mawy NAYSO P-5230-26

() ir Force AFSSI-5020

CIRCC-TE IRIG 106-07 Sirtlate
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DoD NISPOM 5220.22-M Demo

g. If one wants to execute the declassifying procedure one by one
h. DoD NISPOM 5220.22-

* Each will always followed by F3h(prepare) and then F4h(Erase)

|£| Simulate Declassify Feature

'_\'DISK 1, &TE bios) RENIEE E | Dol NISPOM 5220,22-M
Security Feature
sSecaritydisabled | ot Frozen
Security Liser High Security Master High
Security User Maximam Securiby MasterMaxinum

Set Password {F1h) | | Mnlock (Feh)

| Erase Prepare {3k | | Erase Unic (Fabl |

| Freeze Lok (FSh) | | DisablePassword  (FaR) |

Declassify Specs

Fixed Character: EI - Verify: .EySpec

Erof WIFROM 5220221

Bl WISPOM 5220:22-M Suppliment 1
MEAICES 912

NEBFCE5E-15

MNEAIEES 1302

Arry AR 3a0-12

Tayy WA S0 F-5239-20
Air: Fopce ARSSI-5020
RCC-Ti5 IRIG 106-07 Simulate

Step by Step Stop  Run
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DoD NISPOM 5220.22-M Demo
i. Click ‘Step by Step’
j. First procedure will start

£| S5imulate Declaz=sify Feature

;{DISK 1, TR Bus) REMICE EF Dol MISPOM 5220,22-M

Security Feature = 1. Erase all blocks

SECT L Sennrity Sisabled ot Frozen

* | Security Lser High Security Masker High
Security Hser Maximum Secukity Master Maximum
Seb Password tF1hy | | Unlock (Fzh)
| Erase Prepars {Fah} | | Eraselnit {Fah
| Freeze Lotk (FSH) | | Disable Password  (F&h)

Declassify Specs

Fixed Character:

Werify: "B\}u":?pec Wl
| Doh MIZPOM 5220.22-1

DODNISPOM 5220, 22-M Suppliment 1

MSAJCES 8-12

NSAICES 513

NSACES 1302

Airity SRCIE0SLE

Flaivy MHANE0P-5230-26

Air Force ARSS1S020 Stenbrateniiatin Sy

RCC-Tia IRIG 106-07 Alrrulate
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DoD NISPOM 5220.22-

k.When first procedure is done,the window will show it’s done and execution time.

;;’_DISK 1, ATA Bus) REMICE EF

Security Feature

Security lUser High

Security Wser Maximum

M Demo

SEEL  Secirvicy disabled Sniob Frozen

Secarity Master High

Secufity Master Maximm

Declassify Specs

Fixed Character; |-/

Eraf NISROM 5228.22-M

54CSS 9-12
NSB{E55 518
NSAICES 130-2

ity SR 3B0-15

Hay NAYSE P-5235:25
& Foros AFSS1-5020
REC-TE IRIG 106:07

Sek Password tFiRY | | Unlock (F2R)
| Erase Prepars {F3h) | | Erase Hnik {Fah
| Freezs Lodk (FSH) | | Disable Password  (Feh)

\.-'erify: Bvapat, |

Dob HISPOM 52200224 Suppliment 1

Sirnulate

Dol MISPOM S220,22-M
=] 1. Erase all blocks

Step by Step
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DoD NISPOM 5220.22-M Demo
I.Click ‘Step by Step’
m. Second procedure will start with its operation details

S5imulate Declaz=sify Feature

(DT5K 1, ATH buskREMICE E7 Dol MISPOM 5220.22-M
Security Feature. & 1. Erase all blocks
o Shart
SECL S led ' matFrozen . - Done, elapsed 14812 msec
. y et e = 2. Fill all blacks with a known Fixed character pattern, (0x55)
Security Lser High Secutity Master High
ISty Lser Masdmny Security Master Maximum
St Password tF1h) | | Unlogk {F2h)
Erasze Prepare iFahd | | Erase Unit {Fdh)
Fresze Lok (FShY | | Disable Passiward  (FARY
Declassify Specs

Fixed Character: Wetify: BySper

Bl MISPOM 5220, 22-M

Dol NISPOM 5220, 22-M Suppliment 1
MSAES5 9-12

MHEAICS5 213

MSAIESE 130-2

Briny AR-380-19

IMawy NAYSE P-5239-26

: alise Step by aten Sk R Enfire-fun SEat
i Force ARSSI-5028 g SLER LG SlEE aRGpT U Enitire-fur Lty

RCE-TE IR Ha 10607 Simlate
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DoD NISPOM 5220.22-M Demo
n.When the procedure is done,the window will show it’s done and execution time

xi Simulate Declazsify Feature

_.{D?SK 1, ATa Busy REMICE E7 Dol MISPOM S220,22-M
‘Security Feature E—J 1: Erase all blocks
. o Start
SEC] A vidisabled ot Frozen - Done, elapsed 14812 msec

= T e 5 T A = 2. Fill all blocks with & known Fized character pattern. (0x55)
Secupiby Lss ; Lbiby asker 4 : :
AEE i sl Start, Fixed Pattern is 55h
Senurity User Maxirmam Securiby Master Maximum IOME, (=1

St Password (Ethy || Linhck. (Fzh)

Evase Prepare {F3K | | EraseUnit {Fah

Fraeze Lock (FSR) | | Dissble Password  (Feh)

Declassify Spers

Fixed Character: |1 | (550 | werify: IBy5pee

Dol MISPEM B220:22:M
Dol MESPOM S220,22-M Suppliment 1
HEEHCSS 9-12

MESHESS 313

MSETES 130-2

AErine AR 3E0-19

Hawy MAYSE P-S230-55

&ir-Force AFSSI-5020

RCC-TG IRTG 106:07 Sithilate

Glose Step by Step Stop. Run Skatus
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DoD NISPOM 5220.22-M Demo
O.Click ‘Step by Step’

“Declassify wi. 0.1.0

'E{msx 1, AT Bis) RENICE E7
Securiby Feature
~OZEr
Security User High Security Master High

Security Master Maximianm

gek Passwaord | Unhock: F2hy |

Security User Maximum

| Erase Frepare Fahi | | Erase Unit {Eah |

| Fi = Lock Sh) || Dissble Passwiord (Fahy |

Declassify Specs

Fixed Characker: |1/

Diofr MISPOM 5220.22-M

Do MISPOM 52200, 22-M Suppliment 1

=

HEE(CE55-13

MEAIEES 130-2

iy AR 3E0-19

Ty Mew S0 P-5238- 36

Sir Force BESSI-5020

RCE-Tis IRDG 106-07 Simulate

Verify: [ BySpec

p. Third procedure will start with its operation details

|§J Simulate Declassify Feature

Dol NISPOM 5220,22-M
=1, Erase all blocks
. o Start

i b Done, elapsed 14812 msec
- 2., Fill all blocks with a known fixed character pattern, {0x55)
. Start, Fixed Pattern is 55h
" Dane, Fixed Patternis 55h, elapsed 14656 msec
= 3. Erase all blocks
is

Step tySten, Shop Rur
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DoD NISPOM 5220.22-M Demo

S5imulate Declaz=sify Feature

(DT5K L, aTht Dol MISPOM 5220.22-M

Security Feature: & 1. Erase all blocks

) Skart
SEC1 : Security disabled | nat Frozen : Done, elapsed 14812 msec

: ; hisn : = 2. Fil all blocks with a known fixed character pattern, (0x55)
@ Security User High O Security Master High Start, Fixed Pattern is 55h
(O Security User Maximum () Securicy Master Maximurn . - Done, Fixed Pattern is 55h, elapsed 14656 msec
| || | (= 3. Erase al blocks
. o Skart

[ Set Password (F1h} ] [ Unlock, (FZh} ]
[ Erase Prepare (F3h)] [ Erase Unit (F4h) ]
[ Freeze Lock (ESh)] [ Disable Password — (Fah) ]

Declassify Specs

Fixed Character: (1| [[055) Werify: BuvSpec

() Dol NISPOM 5220,22-M

(3 Dol MISPOM S220,22-M Suppliment 1
(INSAICSS 9-12

(IMSAICSS 213

(INSAJCSS 130-2

0 Ay AR 380-19

(i Mavey NAYSO P-5239-26

O.ﬂ.ir Force BESSI-5020 Stepby Step  Stop Run Entire Run Skatus
(CIRCC-TE IRIG 106-07
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DoD NISPOM 5220.22-M Demo
r. If one wants to execute the declassifying procedure at once
Click’Entire Run’button.
s. DoD NISPOM 5220.22-
* All 3 steps will be executed by sending F3h(prepare) and F4h(Erase) command just once.
* Each procedure is constructed with internal script and a host can send a configuration of script to meet
various declassify specifications

[z| §:i-!ul-a1..e Declassif

|{BI5E 1, ATA busl REMICE ET
Security Feature

SECL : Security disabled,fnot Frozen

%) Security User High

O Security User Maximum

0 Security Master High
() Security Master Masimum

[ setpassword  (Fihy ] [ Unlock (Fzh) |

iFahy |

[ Erase Prepare (F3h) ] [ Erase Unit

[ Freeze Lock (FSh)] [ Disable Password — (Feh) l

Declassify Specs

Fixed Character: |/

(%) Dol NISPOM 5220,22-M

() Dol NISPOM 5220,22-M Suppliment 1
(I NSACSS 9-12

(O NSAICSS 913

(I NSAJCSS 130-2

) Army AR 380-19

(1 My HAYSO P-5230-26

() fir Force AFSSI-5020

() RCC-TG IRIG 106-07

Yerifyl | Byspac |

Entire Run

Step by Step

Skop  Run Skakus

Ajmiulate
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DoD NISPOM 5220.22-M Demo
t. Click’Entire Run’
u. The entire procedure will start with its operation details

S1mulate Declassify Feature

ETSK 1, ATABus) BEMICE EZ Dol NISPOM S220.22-M
Security Feature &1, Erase al blocks
- Add
SEEL Senutity o ot Frozen 2. Fill all blacks with a known fixed character pattern. (0x55)
- Add, Fixed Pattern is 55h°
Security Lser High Security Master High 3. Erase all blocks
Security User Masximum Securiky Master Maxinum - Add
| | Secure Erase Prepare
Sek Password (F1RY | | Unlock (F2H)
| Erase Prepars {F3h) | | Erase it {Fak)
| Freezs Lock (FSH) | | Disable Passwiord  (FeH)
Cieclassify Specs

Fixed Character; |-

Veri_Fy: BwSpee

Eab NISROM 522022

Dol RISPOM 5220, 22-M Supplinent 1

NSAEES 012

NSAIEES 9-13

NS&/CS5 130-2

A AR EE0-15

Mayy MENSCR-5239-20

Air Force ARSSI-5020

REE-TiE IR1E 106-07 aifulate

Skbops R
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DoD NISPOM 5220.22-M Demo

v. When the procedure is done,the window will show it’s done and execution time

WEISE 1, BT4 busi FENICE EF
Security Feature

SECH @ Security ciisableci,linot Frozen

(%) Security User High {3 Security Master High

D Security User Maximum O Security Masker Maximurm

| I
[ Set Password (F1h) ] [ Unlack (Fzh) ]

(F3h) ] [ Erase Uit (Fah) ]

[ Erase Prepare

[ Freeze Lock. (F5h)] [ Disable Password — (Fah) ]

Declassify Specs

Fixed Character: |\ ||/

(%) Dol MISPOM 5220,22-M

() Dol MISPOM 5220,22-M Suppliment 1
(I NSRJCES 912

(O MSAICs59-13

I NsACSS 130-2

) Army AR 380-19

(1 Marey MAYSO P-5239-26

() fir Force AFSSI-5020

(JRCC-TG IRIG 10607 Simulate

Warify: Buspec

S1mulate Declassify Feature

DoD MISPOM 5220,22-M
=1, Erase all blocks
[
!3 2, Fill all blocks with & known Fixed character pattern, (0x55)
- Add, Fixed Pattern is 55h
= 3. Erase all blacks
- add
- Secure Erase Prepare
Secure Erase Confirm

Step by Step  Stop  Run Entire Rur

Status
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Other spec. also follows as above
* DoD NISPOM 5220.22-M Suppliment 1

& 55D-Declassify vl.0.1.0

(DISK L, BTAbus) R

Security Feature

SECL ¢ Security disabled | not Frozen

-
(8-5-5) Tatle 2
Se
@ Sanitizing ATS Components
()58 Electronically Erasable FROM (EEFEOM) i, then d and j

I: i. Perform a full chip erase. (See Manufactwrer’ s data sheet.)

d. Owerwrite all locations with a character, its complement, then with a random
E character.
J. Check with Customer to see if additional procedures are required.

Era
Fre 1. Erase all blocks
2. Fill 211 Blocks with a lmown fixed character pattern.
3. Erasze all blocks
Declad 4. Fi1ll all blocks with a lmown fixed character pattern. (complement of step 2]
5. Erase all blocks
i B. Fill a1l blocks with a random character pattern.

DDéﬁﬁﬁMb G

(& DoD NISPOM 5220,22-M Suppliment L
O NsRICSS 9-12

(CINSAICSS 913

(DI MSA(CSS 1302

(O drmy AR 380-19

() Mavy NBYS0 P-5239-26
() ir Force AFS51-5020
(JRCC-TG IRIG 106-07

Step by Step

Other spec. also follows as above
* NSA/CSS9-12

£, 5SD-Declassify wl.0.1.0

Stop Run

Entire Run

Skatus

[(Disk 1, ATAL
. Secutity Feature
SEC1 ¢ Security disabled § not Frozen
(%) Security User High (2 Security Master High
O Security User Maximurn O Security Master Maximunm

br L TR L T |

Fage 4
E SOLID STATE STORMGE DEVICES

E 4) EEFEOM: Sanitize EEFEOM by overwriting all locations with a lmown unclassified
pattern Verify the overwrite procedurs by randemly rereadingthe overwritten
information to confirm that only the lmown pattern can be recovered

1. Erase all blocks
H 2. Fill 211 blocks with a kmown fixed character pattern.
3. Yerify by reading randem locations to confirm the written pattern.

(B il i ] L =1 0

@
CINSAICSS 9-13
(MsAICSS 130-2
() Armmy AR 380-19

(O Mawy NAYSO P-5239-26
() it Forece AFSSI-5020
(ORCC-TG IRIG 106-07

Skep Ey Step
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Other spec. also follows as above
* NSA/CSS9 130-2

5 55D-Declassify wl.0.1.0

Secutity B

SECL S

Secu
D Secu

|
Set Pa:

5.5.5 Media Clearing and Sanitization

8.5.5.a(l) Clearing iz the process of eradicating the data on the media before
rensing the media in an enviromment that provides an acceptable lewel of protection
for the data that was on the media before clearing In general, laboratory
techniques allow the retriewal of information that has been cleared, but normal
operations do not allow such retriewal. Furging or sanitizing is the process of
removing the data from the media before reusing the media in an enviromment that
does not provide an acceptable lewel of protection for the data that was on the
media before purging or sanitizing, In gemeral, laboratory technigues canmot

Erase§ retriewe data that has been purged or sanitized.

the third time with the complement of that specified character)
Dieclassif
1. Erase all blocks

2. Fill all Blocks with a random character pattern.

3. Erase all blocks

4. Fill a1l Blocks with a different randem character pattern.
5. Erase all blocks

B. Fill a1l Blocks with a lmown fixed character pattern

Freezel 5. B.5.a(2)(a) (3) To clear magnetic disks, overwrite all locations three times (the

first time with a random character, the szecond time with a specified character, and

) By AR 380-19

(0 My MAYSO P5239-26
) Air Force AFSSI-5020
(CIRCC-Ta IRTE L06-07

Other spec. also follows as above
* Army AR380-19

£ 5SD-Declassify wl.0.1.0

Step Ey Step  Stop Run

Entire Run

Skatus

(DI5K 1, ATA

Security Feature-
SECL i Security disabled [ not Frozen

(%) Security User High () Securiby Master High

O Security User Maximum D Security Masker Maximurn

RN I |

St Pagmpemd

Table F-Z

Erase P Sanitizing system components
Flash EFROM (FEFROM) 4, then 1
Freeze

d. Owerwrite all locations with a random character,
. complement.
Declassify i, Check with the DARSSCO to see if additional procedures are requived.

Fixed C] 1. Frase all blocks
2. Fill 411 blocks with a random character pattern.
(JDoDM] 3. Erase all blocks
ODDDN 4. Fill all blocks with a lmown fixed character pattern.
| 5. Erase all blacks
ONSA"IC B, Fill all blocks with a lmown fixed character pattern.
(@11 e

a specified character,

(complement of step 4)

then its

() NSajC
@

O Navy MAYSO P-5239-26
() Air Force AFSSI-5020
(Y RCC-TG IRIG 106-07 Simulate
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Other spec. also follows as above
* Navy NAVSO P-5239-26

& SSD-Declassify »1.0.1.0

(EASK 1, ATA busy REMIGE EF

Security Feature
SECI ¢ Security disabled | nok Frozen

Security User High {1 Security Master High
() 5ecuriby User Taxirnum O Security Master Maximum

[SetPassword  (F1hy | [ nlock Fah) |

[ Etase Prepare (Fah) ] [ Erase Linik (F4h) ]

[Fresee— = | EETEEE————

EEFEOM or Flash i= not defined clearly
Freferred
Dieclassif — MEM (D ffffEfff—AnbfEfEfFf—brandom—2Eull wverify)
= BLL (DxffffEfff-—0xlTEEEFF—drandom—2Eull werify)
Fixed ] Alternated
= 00D supl + werify
() Dl
1. Erase all blocks
ODDD 2. Fill all blocks with a random character pattern.
(MSAJ] 3. Erase a1l blocks
4
5

. Fill &1l blocks with a different random character pattern.
Oomisay
. Verify by reading all lacations to confirm the written pattern
Ornisaf
NSA

) v

Dnir Forte AESSLS020 Skep by Step  Stop Run Entire Run Status

(I RCC-TiE IRIG 106-07

Other spec. also follows as above
* Air Force AFSSI-5020

& 55D-Declassify vl.0.1.0

(DISk 1

A Ds) RENIEEEY
Security Feature
SECL ¢ Security disabled | not Frozen

(#) Security User High (") Security Master High
O Security User Maximum O Security Master Maximum

[ Set Password (F1h} ] [ Unlock {F2h) ]

[ Erase Prepare (F3h} ] [ Erase Unit {F4h) ]

-
Freeze | wpss1-5020 is the USAF Cryptologic Support Center purging standard from 1996, This
deletion method first overwrites the target data area with the fixed walue (0x00),
% then with the fixed walue (Oxff), and then with a randemly selected constant.
Declassify Finally, at least 10% of the drive iz read to wverify the overwrites
Fixed T 1. Erase all blocks
2. Fill 211 blocks with a kmown fixed character pattern
DDDDN 3. Erase all blocks
DDDDN 4. Fill all blocks with a lmown fixed character pattern. (complement of step 2]
5
-}

. Erase all blocks
ONSA:"C . Fill 211 blocks with a different Jmown fixed character pattern. (alternate hit 0
(Oinsajg and 1)
ONSA,I'C T. Bepeat steps 1 through 6 six times

8. Verify by reading a1l locations to confirm the written pattern.
O.ﬁ.rmy

§ A

(JRCC-TG IRIG 106-07

Stephby Skep  Stop Rum Entire Run Skatus
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Other spec. also follows as above
* RCC-TG IRIG 106-07

£, ssD-Declassify w1.0.1.0

{DISk 1, ATH bo
Security Feature

SEC1 ; Security disabled ,l’ niok Frozen

(%) Security User High
O Security User Mazxirmum

S} Security Master High
O Security Masker Mazximum

[ Sek Password

Fih | [ unlock

{Feh} |

[ Erase Prepare

(Fan | [ Erase unit

iFehy |

[ Freeze Lock

(F5h ] [ Disable Password  (Feh) ]

Declassify Specs
=

- 5§.3.1 Fir=st Eraze.
Fixed Charad {15 3 0 First Wirite (0455).
.8.3.3 Second Erasza.
() Dol NISPO s
() Dy MISPON 8.3.5 T
(CINSAfCcSS 9-

O NSAfcss9-

econd frite (Oxhd).
hird Erase.

. Ersze all blocks
. Fill a11 Blocks with a fixed character pattern.
(JNSAICSS 13 3. Erase all blocks
O amyar3s > Fill =all blocks with a fixed character pattern.

. Eraze 211 blocks
0 My BAYS:
) air Force &F

Stepby Step  Stop Run Enitire Furm Status

Eastwho Secure Erase Function is compatible with ATA Security Feature
Can test ATA Security Feature with this demo kit

& SSD-Declassify vl.0.1.0

The password supplied with the command shall be saved as the new Uzer paszword The
Lock mode shall be enabled from the next power—on or hardware reszet. The device
shall then be unlocked by either the User password or the prewiously set Master
password.

[{ESK 1, ATA
Security Feq
SECL ¢ Sec

ecurity Bl
D Security User Maximim

{Fth) | [ Unlock iFeh |

Liser Hi () Security Master High

() Security Master Maximum

[ Set Password

[ Erase Prepare (F3h_) ] [ Erase Linik (Fah) ]

[ Freeze Lock (Fsh)] [ Disable Password — (F&h) ]

Declassify Specs

Fixed Character: . 58] Werify: Byvipec

(O Dol MISPOM 5220,22-M

() Dol NISPOM 5220,22-M Suppliment 1
(I NSAJCSS 9-12

(I MSAICES 9-13

(I NSAJCSS 130-2

() Army AR 380-19

(i Mavy NWSO P-5239-26

) Air Force AFSSI-5020

(#IRCC-TG IRIG 106-07

Step by Step  Stop Run Entire Run Status

Simulate
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Eastwho Secure Erase Function is compatible with ATA Security Feature
Can test ATA Security Feature with this demo kit

& S5D-Declassify wi. 0. 1.0 X

e
(BISK 1, &7

The pazsword supplied with the command shall be saved az the new User password The
Lock mode shall be enabled from the next power—on or hardware reset. The dewice
chall then be urlecked by only the User password. The Master password previously
set 1z still stored in the dewice but shall not be nsed to unlock the dewice.

Security

SECL 5

() Securi TSI TS

@ () Security Master Maximum

[ I
[ setpassword  Fihy ] [ unlack iFeh} |
[ Erase Prepare (F3h) ] [ Erase Lnit (F4h) ]
[ Fresze Lotk {Fsh) | [ Disable Password  {Fsh) |

Declassify Specs

Fixed Character: [/ Verify: BuSpec

() DoD MISPOM 5220,22-M

() DoD MISPOM 5220,22-M Suppliment 1
(I NSAICSS 9-12

(O NSajcss 9-13

(I NSAJCSs 130-2

) Ay AR 380-19

() Mawy MAYSO P-5239-26

Stepby Step  Stop R
() Air Force AFSS1S020 CRER SR
ERCCTE RIG 106-07

EnHre Run

Eastwho Secure Erase Function is compatible with ATA Security Feature
Can test ATA Security Feature with this demo kit

Status

This combination shall set a Master password but shall not enable or disable the
Lock mode. The security lewel is not changed Master password rewizion code zet to
the walue in Master Password Revision Code field

Security Feature

SEC1 ¢ Security disabled [ not Frozen

{73 Security User High &

(0 security User Maximurm () Security Master Maxirmum

[ SetPassword  (Fih) | [ Unlock F2hy |
[ Erase Prepare (F3h) ] [ Erase Unit (F4h) ]
[ Fresze Lock (Fsh)] [ Disable Password  (Feh) ]

Declassify Specs

Fixed Character: |U/ | |(0255) Werify: Byipec

() Do MISPOM 5220,22-M

(3 DoD NISPOM 5220, 22-M Suppliment 1
INSANCSS 9-12

(I MSAICSS 9-13

(CINSANCSS 130-2 *
) By AR 330-19

(3 Mavy NAYSD P-5239-26

D.ﬁ.ir Fatce AFSSI-S020 Close Skep Ey Step  Stop Run
(EIRCC-TG IRIG 106-07

Entire Run
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Eastwho Secure Erase Function is compatible with ATA Security Feature
Can test ATA Security Feature with this demo kit

|KDISK 1y AT by R |
‘This combination shall zet a Master password but shall not enable or disable the

; o Lock mode. The seecurity lewel iz not changed. Master password rewizioen code zet to
SECH faseity inaled ot hron the walue in Master Password Rewisionm Code field

Securiby Feature

() Security User High
O Security User Maximurn

[ Set Password (Flh)] [ Unlack: {Fzh) ]
[ Erase Prepare (F3h)] [ Erase Unit (Fah) ]
[ Freeze Lock (FSh)] [ Disable Passward (Fsh)]

Declassify Specs

Fixed Character: |1 | (06550 | Werify: Byipec

() Dab MISPOM 5220.22-M

() DD MISPOM 5220,22-M Suppliment 1
(INSAICSS 9-12

(COINSAICss 9-13

(INSAJCSS 130-2 al
) ey AR 380-19

(O Mavy NAYSO P-5239-26

Onir Forte AFSSI-5020 Close Step by Step  Skop Run Entire Fun Status
(¥ RCC-TG IRIG 106-07
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